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1. Tdng quan

Tai liéu nay hudng dan HIS (Hospital Information System) tich hgp v&i hé thdng APl bao lanh vién
phi. Tai liéu tap trung vao cac API can thiét cho quy trinh thanh toan vién phi st dung bao lanh
ngan hang.

1.1 Thong tin cc ban

e Base URL: http://hastest.onelink.vn

e Content-Type: application/json

e Response Format: JSON

e Authentication: TokenCode trong header (cho mét s6 API)

1.2 Cau tric Response chung

Tat ca API déu tra vé theo cau tric chung:

"Data": { /* DIt 1iéu response */ },
"Success": true,
"Status": 200,
"Message": "Success",
"Param": {
"Messages": [],
"BugCodes": [],

"HasException": false



2. Luong tich hgp cho HIS

2.1 QUY TRINH CHUAN (Theo nghiép vu thuc té)

Luong 1: Pang ky sir dung bao lanh khi tiép dén (BUGC PAU TIEN)

HIS Tiép Don - RegisterUse (Pang ky st dung bao 1lanh)
- Nhan RequestId
> Luu RequestId
> St dung RequestId nay cho cac luéng sau

Muc dich:

e Dang ky trudc y dinh st dung bao lanh cho bénh nhan ngay khi tiép dén
e Luu Requestld dé si dung cho thanh toan sau
e Requestld nay sé dugc dung cho ca Use APl va CancelRegisterUse API

% LUU Y QUAN TRONG:

o Sir dung lau dai: Requestld c6 thé dung trong suét qua trinh diéu tri
e Gan véi ho sa: Luu kém véi hd so bénh nhéan dé st dung khi thanh toan

Luéng 2: Thanh toan vién phi st dung bao lanh (SAU KHI DIEU TRI)

HIS Thanh Todn » Lay RequestId (da luu & budc tiép don)
- AvailableBalanceInfo (Kiém tra s6 du kha dung)
> Verify s6 tién can thanh toan <= s6 du kha dung
> Use (Thyc hién thanh toan v&i RequestId da luu)
- Cap nhat trang thai thanh toan trong HIS




Luu y quan trong:

o Kiém tra sé du trudc: Bat budc goi AvailableBalancelnfo dé verify
e Validate s6 tién: So sanh so tién can thanh toan vgi availableBalance
e Dung Requestld da luu: Sir dung Requestld tu RegisterUse da luu trong DB

Luéng 3: Huy dang ky st dung bao lanh

HIS - L3y RequestId tir DATABASE (da luu & budc tiép dén)
- CancelRegisterUse (HOy dang ky vd&i RequestId)
> Cap nhat trang thai hay trong HIS

Khi nao str dung:
e Bénh nhan quyét dinh khéng st dung bao lanh
e Chuyén sang phuaong thic thanh toan khac (BHYT, tién mat, thé..)

e Xuatvién ma chua s dung bao lanh

Luu y: Chi cé thé hay khi chua goi Use API (chua thanh todn)

2.2 Sc d6 quy trinh tong quan

BENH NHAN DEN KHAM - TIEP PON

|

v

Nhan vién tiép dén nhap thong tin BN (CCCD, Ho tén, NS)

|

v

BUGC 1: PANG KY SU' DUNG BAO LANH (tai quay tiép dén) |
RegisterUse API

Input: Théng tin BN + S6 tién dy kién s dung |

Output: RequestId, AvailableBalance, ContractNumber |

v

T 1
| % LUU RequestId (Gan véi hd so BN, dung cho thanh toan sau) |
]

v




BENH NHAN THUC HIEN KHAM/DPIEU TRI
(vai ngay/tuan)

[Thanh toan] [Khong dung bao 1anh]
v v
BUGC 2: KIEM TRA SG DU BUGC 2': HUY DANG KY
AvailableBalanceInfo CancelRegisterUse
(Lay RequestId tu DB) (Dung RequestId da luu)
v

Verify: S6 tién can TT <= availableBalance?

[PU s& Tu] [Khéng dd]
v v
1 T
BUGC 3: THANH TOAN | | Thong bao s6 du khéng du
Use API | Yéu cau tang han mic

(Dung RequestId da luu)

Input: RequestId + $
Output: RefNo

v

BUGC 4: CAP NHAT HIS

- Luu RefNo dé déi soat

- Cap nhat trang thai thanh toan
- In héa don cho bénh nhan




3. Xac thuc - Lay TokenCode

3.1 APl Pang nhap (Lay TokenCode)

Mo ta

API nay dung dé lay TokenCode phuc vu xac thuc cho cac APl yéu cau authentication. Hé théng
HIS sé dugc cap tai khoan (username/password/applicationCode) dé thuc hién dang nhép.

Endpoint

E /api/Token/Login

Authentication Method

SU dung Basic Authorization (Basic Access Authentication)

Cach tao Authorization Header

1. Tao chudi két hgp: applicationCode:username:password
2. Ma hoa chubdi bang Base64

3. Thém prefix "Basic " vao truéc chudi d& ma hda

4

Pua vao header Authorization

Vi du:

applicationCode: HIS_APP
username: his_user

password: his pass123

Chudi gb&c: HIS _APP:his_user:his_pass123
Base64: SE1TXOFQUDpoaXNfdXNlcjpoaXNfcGFzczEyMw==

Header: Authorization: Basic SE1TXOFQUDpoaXNfdXN1lcjpoaXNfcGFzczEyMw==



Response Success (200 OK)

{
"Data": {
"TokenCode": "79397648ad531f90b34688d25849203%¢e...",
"RenewCode": "29389025e851433b92b0f986c9cffa39...",
"LoginTime": "2026-01-02T710:30:00+07:00",
"ExpireTime": "2026-01-02T18:30:00+07:00",
"User": {
"LoginName": "his_user",
"UserName": "HIS System User",
"ApplicationCode": "HIS_APP"
}
¥
"Success": true
}

Response Fields

Description

TokenCode string Token dé sir dung cho cac API yéu cau xac thuc
RenewCode string Token dung dé gia han khi TokenCode hét han
ExpireTime datetime Thai gian hét han token (thudng 8 gio)

/\ Luu y bdo mat:



e TokenCode can dugc luu lai va s& dung trong header clia cac API yéu cau xac thuc
e Khdng dugc luu TokenCode vao database, chi luu trong cache/session
o Token thudng cé hiéu lyc 8 gid (kiém tra ExpireTime)



4. APl Bao lanh cho HIS

4.2 API Tra ciru SO du Bao lanh (AvailableBalancelnfo)

Mo ta
Tra clu théng tin sé du kha dung cta hd sa bao lanh. API nay cho phép kiém tra han muc téng,

sO tién da sur dung va sé du con lai cia bénh nhan trudc khi thuc hién thanh toan.

Endpoint

m /api/Guarantee/AvailableBalancelInfo

Authentication

Khéng yéu cau TokenCode trong header.

Request Body

"RequestId": "AVBL_20260102103000_ abcl23def456",
"patientCccd": "001234567890",
"patientFullName": "Nguyen Van A",
"patientDateOfBirth": "19900101",

"applicationCode": "HIS_APP_CODE"

Request Parameters

Type Required Description




Requestld string  Yes Ma giao dich (format: AVBL_yyyyMMddHHmMmss_random)

patientCccd string  Yes S6 CCCD/CMND clia bénh nhan
patientFullName string  Yes Ho tén day du bénh nhan (cé dau tiéng Viét)
patientDateOfBirth  string  Yes Ngay sinh (yyyyMMdd - 8 ky tu)
applicationCode string  Yes Ma Ung dung cta HIS

Response Success (200 OK)

{
"success": true,
"data": {
"data": {
"provider": "SHB",
"accountNo": "©381234567890",
"accountName": "NGUYEN VAN A",
"requireBalance": "50000000",
"availableBalance": "40000000"
}
}
}

Response Fields



Description

provider string Nha cung cap dich vu (SHB)
requireBalance string Han mirc bao lanh da dang ky (VND)
availableBalance string S6 du kha dung con lai (VND)

@ Luuy:

e Requestld format: AVBL_yyyyMMddHHmMmss_random
o patientDateOfBirth: 8 ky tu yyyyMMdd (vi du: 19900101)
e APl nay khéng yéu cau tinh toan signature

e SO du available = requireBalance - Ba s dung

4.1 APl Pang ky St dung Bao lanh (RegisterUse)

Mo ta
Pang ky st dung bao lanh: Kiém tra tinh hgp 1é cla viéc sir dung bao 1anh khi bénh nhan vao vién.

API ndy xac thyc thong tin bénh nhén, kiém tra sé du bao lanh kha dung va dang ky ghi nhany
dinh st dung bao lanh dé thanh toan vién phi.

<% QUAN TRONG

API nay dugc goi NGAY KHI TIEP BON bénh nhan. Requestld nhan dugc phai dugc LUU LAI dé
st dung cho Use API sau nay (cé thé sau vai ngay/tuan).

Endpoint

m /api/Guarantee/RegisterUse

Request Body



"PatientCccd": "001234567890",

"PatientFullName": "Nguyen Van A",

"PatientDateOfBirth": "19900101000000",

"RequestAmount”: 5000000,

"ApplicationCode": "HIS_APP_CODE",

"Remark": "Thanh toan vién phi cho bénh nhan Nguyé&n Van A",

"Signature": "alb2c3d4e5f6g7h8i9je..."

Request Parameters

Required Description

PatientCccd string Yes S6 CCCD/CMND cuia bénh nhan
PatientFullName string Yes Ho tén day du bénh nhan (c6 dau)
PatientDateOfBirth string Yes Ngay sinh (yyyyMMddHHmMmss - 14 ky tu)
RequestAmount decimal Yes S6 tien DY KIEN st dung (VND) - kiéu s6
Signature string Yes Chi ky SHA256

Cach tinh Signature

I Cong thuc:



Signature = SHA256(NormalizedPatientFullName + PatientDateOfBirth + PatientCccd +
RequestAmount + ApplicationCode)

Budc 1: Chuan héa tén bénh nhan
e Bo dau tiéng Viét
« Chuyén thanh CHU HOA
e Vidu: "Nguyén Van A" - "NGUYEN VAN A"

Budc 2: Ghép chudi theo thir tu

Budc 3: Tinh SHA256 hash (lowercase hex string)

Vi du cu thé:

PatientFullName: "Nguyén Van A"
NormalizedName: "NGUYEN VAN A"
PatientDateOfBirth: "19900101000000"
PatientCccd: "001234567890"
RequestAmount: 5000000

ApplicationCode: "HIS_APP_CODE"

Chudi ghép: "NGUYEN VAN A19900101000000001234567890500000HIS_APP_CODE"

Signature = SHA256(chudi trén)

Response Success (200 OK)

"Data": {
"IsValid": true,
"RequestId": "USE_20260102103045_ abcl123def456",
"RegisteredAmount”: "10000000",
"UsedAmount": "@",
"AvailableBalance": "10000000",

"ContractNumber": "BL2026010001"



}s

"Success": true

Response Fields

Description

IsValid bool
Requestid string
AvailableBalance string
ContractNumber string

/\ LUU Y QUAN TRONG:

true = hgp I, false = khong hop lé

3% LUU LAI - Dung cho Use API

S6 du kha dung con lai

S6 hgp dong bao lanh

e Goi ngay khi tiép don: API nay dugc goi ngay khi bénh nhan vao vién

e Luu Requestld: Requestld can dugc luu lai dé sir dung cho cac API sau

e Requestld dung lau dai: C6 thé sir dung trong suét qua trinh diéu tri (khéng gidi

han thai gian)

o PatientFullName: Phai chudn hoa (bo dau, VIET HOA) khi tinh signature
« RequestAmount: L3 s6 tién DU KIEN str dung, khdng phai sé tién thuyc té thanh

toan

4.3 API Str dung Bao lanh (Use)

Mo ta

Thuc hién giao dich sir dung bao 1anh dé thanh toan vién phi. APl nay thuc hién thanh toan thuc
té va tru tién tu han mdc bao 1anh cdia bénh nhan.



s’ QUAN TRONG

API nay dugc goi KHI THANH TOAN (xuat vién hodc thanh toan tam Ung). Requestld dugc LAY
RA tU dir liéu d3 luu & giai doan ti€p dén (cé thé sau vai ngay/tuan).

Endpoint
m /api/Guarantee/Use

Request Body

"RequestId": "USE_20260102103045 abcl23def456",
"PatientCccd": "001234567890",
"PatientFullName": "Nguyen Van A",
"PatientDateOfBirth": "19900101000000",
"Amount": "5000000",

"Remark": "Thanh toan vién phi xuat vién",
"ContractNumber": "BL2026010001",

"Signature": "alb2c3d4e5f6..."

Request Parameters

Type Required Description

Requestid string Yes vy Lay tir DATABASE (da luu & RegisterUse)

Amount string Yes SG tien THUC TE thanh toan (VND) - kiéu string



Signature string Yes Chir ky SHA256

Cach tinh Signature

Cong thirc don gian:

Signature = SHA256(RequestId + Amount)

Vi du:

RequestId: "USE_20260102103045 abcl23def456"

Amount: "5000000"

Chudi ghép: "USE_20260102103045_abc123def4565000000"

Signature = SHA256(chudi trén)

Response Success (200 OK)

"Data": {

"ResponseStatus": {
"Status": "0",
"ErrorDesc": "Success"

}s

"Data": {
"TransId": "VSS2026010200001",
"ContractNumber": "BL2026010001",
"AvailableBalance": "5000000",

"RefNo": "REF2026010001"

}s



"Success": true

Response Fields

Description

AvailableBalance string S$6 du con lai sau thanh toan
RefNo string ¥ S6 tham chiéu - LUU VAO DB dé dai soat
A LUUY:

e Requestld: Lay tir DATABASE HIS (da luu & giai doan ti€ép dén)

o Trudc khi Use: Nén goi AvailableBalancelnfo dé kiém tra sé du

e Amount: Kiéu string (khac v8i RequestAmount & RegisterUse la decimal)
o RefNo: Luu lai vao database dé déi soat véi ngan hang

e Khéng retry: Néu thanh cong, khong dugc goi lai véi cung Requestld

4.4 APl Hay Pang ky St dung (CancelRegisterUse)

Mo ta
Hay dang ky st dung bao Ianh da thuc hién qua RegisterUse API. APl nay dung dé hoan tac khi
bénh nhan quyét dinh khong s dung bao lanh hoac c6 phuang thiic thanh toan khac.

Endpoint

m /api/Guarantee/CancelRegisterUse

Request Body

"RequestId": "550e8400-e29b-41d4-a716-446655440001",



"Token": "CUSTOMER_TOKEN",
"ContractNumber": "BL2026010001",

"Remark": "Bénh nhan quyét dinh thanh toan bang tién mat"

Response Success (200 OK)

{
"Data": {
"ResponseStatus": {
"Status": "@",
"ErrorDesc": "Success"
}
¥
"Success": true
}

@ Khi nao sir dung:
o Da goi RegisterUse nhung chua goi Use
e Bénh nhan thay déi quyét dinh khéng dung bao lanh
e Chuyén sang phuong thic thanh toan khac

Luu y: Chi hay dugc khi chua thuc hién Use (chua thanh todn)



5. Best Practices & Troubleshooting

5.1 Common Issues & Solutions

Possible Cause Solution

Kiém tra: bd dau, viét hoa tén, thi tu

INVALID_SIGNATURE Sai cach tinh signature , .
ghép chuoi

BN chua dang ky bao lanh Hudng dan BN dang ky bao 1anh v&i SHB

GUARANTEE_NOT_FOUND  ~,. " | ,
vdi ngan hang trudc

Goi AvailableBalancelnfo kiém tra, yéu cau

INSUFFICIENT_BALANCE S6 du khong du R ,
tang han muc

Requestld khéng hgp 1& Kiém tra Requestld da luu, cé thé can

INVALID_REQUEST_ID hodc hét han RegisterUse lai

5.2 Testing Checklist

Test Luong Tiép Pén

e Test RegisterUse v&i thong tin hgp 1é

e Test luu Requestld

o Test RegisterUse vdi signature sai (expect error)

e Test RegisterUse vGi BN chua c6 bao lanh (expect GUARANTEE_NOT_FOUND)

Test Luong Thanh Toan

e Test ldy Requestld da Iuu (sau vai ngay)
e Test AvailableBalancelnfo v&i Requestld da luu



e Test Use API vGi Requestld da luu

e Test Use API khi s6 du du

e Test Use API khi s6 du khong du (expect INSUFFICIENT_BALANCE)
e Test luu RefNo sau Use thanh cong

Test End-to-End
e Test lubng hoan chinh: RegisterUse (ngay 1) — Luu Requestld — Use (ngay 7) — Luu
RefNo
e Test dong thai nhiéu bénh nhan

o Test logging (mask sensitive data)



6. Phu luc

6.1 Data Formats

PatientDateOfBirth (RegisterUse/Use)

patientDateOfBirth (AvailableBalance)

Amount (Use)

RequestAmount (RegisterUse)

6.2 Thong tin lién hé

Hotline: 0971725000.
Gid lam viéc: 8:00 - 17:30 (GMT+7)

Example

yyyyMMddHHmmss 19900101000000
yyyyMMdd 19900101

String "5000000"
Decimal 5000000





